ISO/IEC 27001:2022 Information Security:-Cybersecurity

and Privacy Protection - Information Management SGS
Systems (ISMS) Internal"Addrtor-fraining Course

COURSE DESCRIPTION LEARNING OBJECTIVES

The purpose of this course is to provide you with Upon completion of this course, you will be able to:
the knowledge and skills required to perform an Explain the process-based information security management system model for ISO/IEC 27001, with reference to
internal audit of an Information Security

the Plan-Do-Check-Act (PDCA) cycle, and the role of internal audit in the maintenance and improvement of
Management System (ISMS) based on ISO/IEC information security management systems.
27001 (or equivalent) and report on the effective , , ,
. ( q. ) . > Explain the role and responsibilities of an Auditor to plan, conduct, report and follow-up an information security
implementation and maintenance of the _ o .
. : management system internal audit, in accordance with ISO 19011.
management system in accordance with ISO 19011.

Plan, conduct, report and follow-up an internal audit of part of an information security management system
based on ISO/IEC 27001 and in accordance with ISO 19011.

SURATION: 2 Days DELIVERy: FacetoFace You will need to demonstrate acceptable performance in each of these areas in order to complete the course
16 Hours VILT successfully.

ACCREDITATION: SGS LANGUAGE: English

AUDIENCE

This course is aimed at anyone interested to understand and conduct internal audits against ISO/IEC 27001:2022.

y

CONDUCT ISO/IEC 27001:2022
INTERNAL AUDITS
i
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ISO/IEC 27001:2022 Information Security-Cybersecurity

and Privacy Protection - Information Management SGS
Systems (ISMS) Internal"Audrtor-Training Course

COURSE CONTENT PRIOR KNOWLEDGE
= Introduction to Information Security Before starting the course, you are expected to have the following knowledge:
Management Systems (ISMS) and ISO/IEC
27000 series of standards = An understanding of the Plan-Do-Check-Act (PDCA) cycle.
= Process-based ISMS = A basic knowledge of the concepts of information security management.
= Audit definition and principles = An understanding of the requirements of ISO/IEC 27001 (with ISO/IEC 27002) and the commonly used
= Planning and preparation for the internal audit information security management terms and definitions which may be gained by completing an ISO/IEC 27001
= Conducting the audit Introduction training course or equivalent.

= Audit reporting and follow-up

{ \ COURSE CERTIFICATION

SGS  On completion of this course, you will be issued with a “Certificate of Attendance”.
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