ISO/IEC 27001:2022

INFORMATION SECURITY, CYBERSECURITY AND PRIVACY PROTECTION
— INFORMATION SECURITY MANAGEMENT SYSTEMS — REQUIREMENTS

WHAT IS ISO/IEC 270017

ISO/IEC 27001 specifies the requirements you need to
establish, implement, maintain and continually improve an
information security management system (ISMS) for safety
and security. It also includes requirements for assessing and
treating information security risks, tailored to your needs.

A new version of the standard was published in 2022 and there
is a three-year transition period for certified organizations.

WHY IS ISO/IEC 27001 IMPORTANT?

ISO/IEC 27001 certification demonstrates the integrity of your
data and systems, and commitment to information security,
cybersecurity and privacy protection.

Implementing an ISMS demonstrates your dedication to
protecting the integrity, availability and confidentiality of
information under your organization's control.

WHAT WE OFFER

With expertise in all major industries, we understand each
sector’s pain points and have the technical skills and logistical
capabilities to ensure realistic outcomes.

An audit against ISO/IEC 27001 from SGS will help your
organization to stand out from the crowd by supporting you
to develop and improve processes, as well as increase skillful
talent and sustainable customer relationships.

We also offer a range of complementary training services,
helping you to achieve certification.

TRANSITIONING FROM ISO/IEC 27001:2013 TO ISO/IEC 27001:2022

Moderate efforts might be needed if you are already certified
to ISO/IEC 27001:2013.

These include revising your internal policies in accordance with
the new subclauses and modified requirements, as well as the
risk assessment results and risk treatment plan in accordance
with ISO/IEC 27001:2022 Annex A.

SGS can help you transition to ISO/IEC 27001:2022 smoothly
through training courses and assessment services.

WHO IS IT FOR?

* Any organizations that control and process personal, business
and sensitive data

¢ Financial institutions, hospitals, clinics, universities, hotels,
airlines, digital service providers, online shops, etc.

e |nformation security professionals, compliance managers, data
privacy managers, etc.
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KEY BENEFITS

Enhanced credibility

Greater awareness of information security within
the organization

Reduced risk of fraud, information loss and disclosure

New business opportunities
with security-conscious customers

Demonstration of integrity to your system

Better preparedness for the next security event or incident

A STEP-BY-STEP CERTIFICATION PROCESS

1.
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Application and quote
Obtain a quote for your certification project

. Competence

Identify any skill and competence gaps your staff may have

. Gap assessment

Identification of any weaknesses

. Stage 1

Confirmation that implementing the management system
is on the right track

. Stage 2

Confirmation that the management system
is fully implemented

. Certification

Share your success with the world

Ongoing improvement

Regular surveillance visits to ensure your management system

ABOUT SGS

We are SGS - the world’s leading testing, inspection
and certification company — the global benchmark for
quality and integrity.

SGS is recognized as the global benchmark for quality
and integrity. With more than 96,000 employees, SGS
operates a network of over 2,700 offices and laboratories
around the world.

Enhancing products, processes, systems and skills is
fundamental to your ongoing success and sustained growth.
We enable you to continuously improve, transforming your
products, services and value chain by increasing performance,
managing risks, better meeting stakeholder requirements,
and managing sustainability. With a global presence, we

have a history of successfully executing large-scale, complex
international projects.

Our people speak the language, understand the culture of the
local market and operate globally in a consistent, reliable and
effective manner.

WHEN YOU NEED TO BE SURE



